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s |NTRODUCTION TO DIGITAL TRANSFORMATION IN
AGRIFOOD MODULES

3 BUILDING A DIGITAL PRESENCE

3 E-COMMERCE & ONLINE SALES

3 DIGITAL MARKETING STRATEGIES

3 DATA ANALYTICS & INSIGHTS

3 MOBILE TECHNOLOQGY & APPS

3 INTERNET OF THINGS (IOT) IN AGRICULTURE

3 ONLINE NETWORKING & COLLABORATION

CYBERSECURITY & DATA PRIVACY

3 FUTURE TRENDS & ADAPTATION STRATEGIES



Cybersecurity & Data
Privacy

e Understand key concepts of cybersecurity & data privacy

e |dentify commmon threats & vulnerabilities in the agri-food
sector

e Implement best practices for protecting data & systems

e Recognize the importance of compliance
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1) Introduction to Cybersecurity

Module 9: Cybersecurity and Data Privacy

Definition

Cybersecurity is the practice of protecting computer systems,
networks and data from digital attacks and unauthorized access. It
Involves implementing technologies and policies to safeguard
sensitive information against threats like malware and phishing.

Relevance to Agriculture

Cybersecurity is increasingly relevant to the agri-food sector due to
the growing reliance on technology in farming, food processing and
supply chain management. As agricultural operations adopt smart
technologies, 10T devices and data analytics they become more
vulnerable to cyber threats that could disrupt operations,
compromise data or lead to food safety issues.



2) Common cyber threats & vulnerabilities

Cyber

Malware Is short for malicious software. Threats

Refers to any software designed to harm, exploit or
otherwise compromise a computer system, network or

00w device.
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2) Common cyber threats & vulnerabilities

Cyber

Phishing s a cyber attack technique that involves tricking individuals in \\EELKGLE
providing sensitive information such as passwords and credit
card numbers.
This often occurs through deceptive emails, messages or
websites that appear legitimate.
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2) Common cyber threats & vulnerabilities N

Threats
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2) Common cyber threats & vulnerabilities

Cyber

Ransomware A type of malicious software that encrypts a victims files or \\QULLEERIE
locks them out of their system, demanding a ransom
payment to restore access. It often spreads through
phishing, emails or malicious downloads and can lead to
significant data loss and financial damage.
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2) Common cyber threats & vulnerabilities

Insider Threats

Module 9: Cybersecurity and Data Privacy

Refers to security risks posed by individuals
within an organization such as employees,
contractors or business partners who have
authorized access to systems and data. These
individuals may cause intentional or unintentional
sabotage to operations.

Insider Threats can be particularly
challenging to detect and prevent
due to the trusted status of the
individuals involved

Cyber

Threats




2) Common cyber threats & vulnerabilities

Vulnerabilities

Weak Points Identifying vulnerabilities in cybersecurity and
implementing prevention strategies is a crucial
part of maintaining a secure environment.
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3) Best practices for data protection

Regular Data

Strong Software Employee

Passwords Updates Encryption Training

e complex & - Emeur® &l e protecting e educating staff
unique systems & sensitive data on recognizing
passwords applications through threats & safe

are up to date encryption online practices
methods
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3) Best practices for data protection

Anti-Virus & Anti-Malware

Norton Antivirus, Bitdefender, Kaspersky

KASPERSKY
Vulnerability Scanning
Nessus, OpenVAS, Qualys

Penetration Testing

Metasploit, Burp Suite, Kali Linux

Security Information & Event
Splunk, IBM QRadar, LogRhythm
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3) Best practices for data protection

Firewall & Network Security

Palo Alto Networks, Cisco ASA, Fortinet FortiGate

#» paloalto

Data Loss Prevention (DLP)
Symantec DLP, Forcepoint DLP, Digital Guardian

Identity & Access Management (IAM)

Okta, Microsoft Azure Active Directory, Ping Identity

Threat Intelligence

Recorded Future, ThreatConnect, Anomali

Compliance & Risk Management
RSA Archer, ServiceNow GRC, LogicManager
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4) Data Privacy Regulations

mp PIPEDA (Personal Information Protection
and Electronic Documents Act)

e enacted in 2000, applies to private-sector organizations across Canada
e governs how organizations collect, use & disclose personal information in the course
of commercial activities

- https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-
protection-and-electronic-documents-act-pipeda/

Office of the Commissariat
Privacy Commissioner  ala protection de
of Canada la vie privee du Canada
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o) Building a cybersecurity culture

Promoting Incident Continuous

Awareness Response mprovemen
Plans

e encouraging a culture e developing & e regularly reviewing
of security within the communicating a plan and updating |
organization for responding to cybersecurity

cyber incidence measures
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6) In Conclusion

Cybersecurity and data privacy are vital in
safeguarding the integrity and confidentiality of
information in the agri-food sector.

By understanding threats, implementing best
practices and ensuring compliance agri-food
producers can better protect their organizations
and enhance trust with their stakeholders.



7) Active Engagement Exercises

o Researching

Y e

Find a case study of a cybersecurity incident in the
agri-food sector and review it.

Example:
https://agriculture.canada.ca/sites/default/files/docu
ments/2024-09/cyber-security-infographic-en.pdf

PEFEEEER

Threat Identification Exercise

|ldentify potential cybersecurity threats relevant to your
(agri-food) operation

Reviewing

— ' ' - Policy Review: Review the policies on your website and analyze
e their compliancy with official regulations.
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